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November 22, 20 16

Mr. Joseph Foster :
Attorney General i
NH Department of Justncle
33 Capitol Street :

- Concord, NH 03301

Dear Attorney General: I‘

Pursuant to your state’s secunty breach notification law, this is to notify you that on
Nov. 13, 2016, Mlchxgan State University (MSU) was a target of a cyberattack that
involved unauthorized access to a university database containing records of current
and former MSU ernployaes and students. 463 affected persons are residents of your
state.
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The database stored the followmg types of personal information: names, social
security numbers, student identification numbers (APID), employee identification
numbers (ZPID), and in some cases, dates of birth. The database did not contain

financial, academic, contéct, gift, or health information.

After determining the cause and nature of the breach, the affected database was
immediately taken offline. The MSU Police Department continues to work diligently
with federal law enforcement partners to investigate the incident.

MSU contracted with AllClear ID to enable affected individuals to enroll in credit
monitoring and theft identity repair for a 24-month period at no cost to them.

MSU provided the attached notice letters to affected individuals via email, if possible,
and regular mail.

MSU also posted information on its website at www.msu.edu/datasecurity. If you
have questions or concerhs about this letter, you may contact me at 517-353-3530.

Sincerely,

; j/[;\vbwp

heresa Kelley
Associate General Counsel
Michigan State University -

Attachments


http://www.msll.edu/datasecurity.
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